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The House Permanent Select Committee on Intelligence voted unanimously on
Jdctober 4, 1988 to. release @ puolic report of its Subcommittee on Oversight
ana tvaluation entitled, U.S. Counterintzlligence and Security Concerns: A
Status Report, Personnel and Information security. This report summarizes
fingings derived from hearings conducted iIn the Subcommittee on May 18 and
June 15, 1988, as a follow-up to the full Committee's report issued in
January, 1987 entitled, U.S. Counterintelligence and Security Concerns -

1986. The Subcommittee report assesses executive oranch progress in
implementing the recommendations of this Committee and other Congressional and
2xecutive oranch study panels which issuea recommendations for improvements in

tne Government's counterintelligence programs as a result of several damaging
and highly publicized espionage_t;ases over tne past several years.

The Subcommittee on Oversight and Evaluation is chaired by Representative
Anthony C. Beilenson (D., Calif.). ‘

The Subcommittee chose personnel and information security as a point of
- departure for its inquiry because these areas seemed to have suffered from
considerable neglect over the past several years. Despite the fact that
virtually all of our most damaging espionage losses in recent years have been
the result of the actions of individuals rather than the result of physical or
technical penetrations of sensitive facilities, personnel security continues

to receive less attention than other security disciplines, such as electronic
countermeasures and physical security.

The Subcommittee's principal findings were as follows:

== While Defense and intelligence community agencies have initiated

steps to improve personnel security programs, their efforts have
suffered from a lack of serious attention at the working level and
the lack of a dedicated commitment of management to provide the
necessary leadership and resources required.
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-- The large numbers of personnel security clearances and the volume of

: classified information noted in the Committee's report of last year
continues. wnile the Department of Defense claims to have
significantly reduced the number of its security clearances, this
accomplishment appears to have been partially cosmetic and is now
being undermined by an upward trend. The accuracy of the
Uepartment's claims of clearance reductions is also questionable.

== While improvement in personnel security practices in the executive
branch has proceeged slowly, the situation is no different on Capitol
Hill. There is currently no central repository of clearances so that
one can determine the level of access granted to individual

Congressional staff. This is an area oeserving increased attention
by both the House of Representatives and the Senate. ’

== Many of tne attempted improvements thus far have focused on making
the existing personnel and information security system work better at
tne margin ano have emphasized incremental steps rather than
innovation ana fresh thinking on new ideas. There is a serious need
to consider wnether the underlying philosophy, focus and methods of
our current systems are adequate. The usefulness and relevance of
current security screening methods require thorough reexamination.

-= The continued emphasis on pre-employment background investigations
for.the purposes of granting clearances appears misplaced since it is
extremely rare that clearances are denied on the basis of these
investigations.

-~ The security evaluation of current employees in both the defense and
intelligence agencies requires increased attention. The quality of
programs for assessing an employee's reliability and suitability for
continuea access to classified information after gaining employment

- varies widely among the defense and intelligence agencies.

-- Increased efforts are especially required in the area of assessing
financial vulnerability among personnel holding security clearances.
Recent espionage cases show an increasing tendency toward espionage
for the sake of greed or relieving financial distress.

== One area of particular importance is that of the damage that can be
caused by former employees. U.S. personnel security programs must
~ begin to pay attention to those who leave govermment service under
adverse circumstances who have once had access to highly sensitive
information. Many &gencies have no existing programs to address this
important area.

== Strict adherence to ﬁne;needatudknouiprintiple still appears to be
- receiving little serious attention among the defense and intelligence
agencies. The prevailing culture in this area is lax, allowing ’
casual exchange of infommatLon‘andwunnecessaryiaccess_
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~ Upon release of the Subcommittee's report, Representative Louis Stokes

(D., Ohio), Chairman of the House Permanent Select Committee on Intelligence,
noted:

“Chairman Beilenson's Subcommittee has done an excellent job in its review
‘of personnel and information security. The timely filing of this report is
ungerscored by the onslaught of espionage cases, the most recent being the
Dolce matter. The findings of the report will provide the next
administration, whether Democratic or Republican, with a strong set of

guidelines to improve what has often been a neglected aspect of our national
security structure." '

Congressman Anthony Beilenson (D., Calif.) noted at the release of the
Subcommittee's report:

"Although we have known for several years now that serious weaknesses in
our personnel security system are at the heart of our espionage crisis, we
Nave failed to make important changes that could significantly improve our
aoility to identify and catch spies. We are hopeful that the Subcommittee's

report will nhelp encourage the next aaministration to make personnel security
a top national priority."
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I. INTRODUCTION

The Oversight and Evaluation Subcommittee of the House Per-
manent Select Committee on Intelligence recently completed hear-
ings held in executive session to assess intelligence and defense
community progress in addressmg the findings and recommenda-
tions contained in the Committee’s report entitled “U.S. Counterin-
telligence and Security Concerns—1986.” That report highlighted
numerous security problems throughout the defense and intelli-
gence agencies of the U.S. Government which were discovered
during the Committee’s examination of several damaging and
highly publicized espionage cases which occurred over the last sev-
eral years.

The security problems identified included:

—Weaknesses in the process of selecting personnel for initial em-

ployment;

—An mattermon to the secunty consciousness of current employ-

—A lack of appreciation for the security risks posed by former
employees who had previous access to sensitive secrets; and
—The fact that financial gain, not ideology, is the primary moti-

vation among most spies apprehended in the United States in
recent years.

The Committee also found that:
—-'l‘o:J‘l many security clearances are granted by the government;
an
—Too much information is classified.
In this first of a series of inquiries into remedial being
taken by the exscutive branch, the Subcommittee |

sonnel and mfommn nctmty Pemnnal oecunty is puﬁmhrly

| (1)
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ous congressional reports and executive branch study panels over
the past few years. While some positive steps have been taken,
progress has been limited to improvements within the context of
the government’s existing programs.
The evaluation of an individual’s ability to protect sensitive na-
tional security information currently focuses on two distinct peri-
ods—a pre-employment investigation phase, followed by routine se-
curity evaluations while that person is employed. The record of
previous espionage cases and testimony from government witnesses
. indicated that a third area may be of equal importance—that of
the former employee who once had access to classified information
and is now out of the direct control of the government’s personnel
security system. While the executive branch has attempted to im-
prove its programs in the first two areas, the third has been ad-
dressed only in a limited way.
This report addresses each of these areas and makes the follow-
ing findings.

I1. FINDINGS
GENERAL

@ The Subcommittee found that both the Department of Defense
and the intelligence community ‘have initiated steps to improve the
scope and quality of personnel security programs. Many of these ef-
forts, however, have suffered from a lack of attention at the work-
ing level and the lack of a dedicated commitment of management
to provide the necessary leadership and resources.
® The 1985 “year of the spy”’ spurred some initial improvements
in the poor state of U.S. counterintelligence, although witnesses ac-
knowledged there is still a long way to go. Moreover, at least in the
ares of personnel security, the 1986-87 burst of energy and support
has largely dissipated. Momentum is being lost as numerous initia-
tives are stalied or siowed and as plans progressively are trimmed -
@ Attempted improvements thus far have focused on making the
. existing system work better at the margins and on incremental
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have been partially cosmetic and has been undermined by an

upward trend this year. Effective oversight within the Department

- is nonexistent, and the accuracy of the clearance reductions report-

- ed is questionable. Continued management attention to this prob-

. lem will be required to assure that any past achievements are not
reversed. ,

- @ Security clearances can no longer be considered an infinite re-

‘source with no limit on their number. Management must carefully

: review and justify each request for a security clearance. Granting

D clearances based  on- the information requirements of the job,

L ow rather than tying them to individuals, would be a critical first step
i\ to enforcing this notion.

“\
S @ Securi rsight in Department of Defense Specxal Access
“”ngr’“?m"s;[w] remains a problem. While policy guidance has
) been clarified, the military services, particularly the Air Force,
continue to resist security inspections by an independent oversnght
entity. .

@ Turf consciousness and resistance to centralization long have
-plagued the U.S. counterintelligence community and continue to
impede consideration and implementation of different methods of
organization.

@ Improvement in personnel security practices on Capitol Hill
remains an important priority. At present, there is not a central
repository of clearances so one can determine the level of access
granted to individual staff. The Senate has begun to implement
some changes, and the House should make improvements as well.

PRE-EMPLOYMENT SECURITY CONCERNS

® Many of the government'’s existing personnel and information
: security programs are outmoded and require revision. Continued
- emphasis on pre-employment background investigations appears
misplaced, since it is extremely rare that clearances are denied on

the basis of these investigations.

@ Security clearance adjudication and training are a

signi problem area, particu in the Department of De-

not being followed. The resulting low standards explain why 99
pvrmtofumlhnhum d initial or continned access. In

effect, & is granted uniess there is serious

- recent dehdh.nnmmwwmm

‘ . difficult issues of and character are avoid-
o : d.whthilh&dw , the | mh-uln

bscome a major bottleneck in ] D’om

and is in dire need of at least partial automstion. adju-
&ammmmm\mawmhmofﬂnsm-
well Commission, has prooeeded !

. .‘.m‘mt'-mmm y Check [NAC] is in-
i adequate for granting access to secret | Recommends-
: tions for an ommndihwopebynwmhmrthe

MMWMMMMWWMQ.

?
z
?%'
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i
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® The Director of Central Intelligence, in cooperation with the
Department of Defense and Office of Personnel Management,
should finally implement as recommended by numerous panels a
“single scope’’ background investigation for access to top secret and
sensitive compartmented information {SCI]. Such a step might drop
the current requirement for a 15-year life history review and add a
more productive interview with the subject, while reducing costs.
Intelligence agencies may wish to retain the 15-year personal histo-
ry investigation. Interviews with relatives, now avoided, could also
make background investigations more effective.

SECURITY EVALUATION OF CURRENT EMPLOYEES

@ Recent espionage cases have highlighted the importance of
“continuing evaluation’’—the process of assessing an employee’s re-
liability and suitability for continued access to classified informa-
tion after gaining employment. The quality of such programs
varies widely among the defense and intelligence agencies, and
they are not receiving the attention they deserve.

@ Increased efforts are required especially in the area of assess-
ing financial vulnerability among personnel holding security clear-
ances. With recent espionage cases showing an increasing tendency
toward espionage for the sake of greed or relieving financial dis-
tress, employees’ financial health must receive increased scrutiny.
The executive branch needs to be more skillful in utilizing the
automated data bases at its disposal that go beyond mere credit re-
ports, such as reports of casino transactions, currency transactions,
and foreign bank and financial accounts.

® The Subcommittee found that strict adherence to the ‘“‘need-to-
know”’ principle still appears to be receiving little serious attention
among defense and intelligence agencies. Fear of leaks and espio-
nage has sometimes led to over-compartmentalization that impedes
efficiency and lowers the quality of analysis and of staffing for
policy options. In general, however, the prevailing culture is lax, al-
lowing casual of information and unnecessary access.

° : ' T et

; . ; . swareness by
. fellow m“ | ”m 8”!““9‘ -
' ' . hunﬂhdubdmﬁnajmmmndmhlum

m%:mm abemation rathes than Leencty. o

ing and aress.

e e e e
l 'ployeopmblomthat t to a motive ‘ &nﬂ?;-
ess must be provi opportunities incentives

i to report possible security concerns involving themselves or co-
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POST-EMPLOYMENT ISSUES

® Given the damage that can be caused by former employees,
the personnel security system must begin to pay attention to those
-who leave government service under adverse circumstances. Many
agencies have no existing program to address this important area.
The CIA has expanded an already existing post employment follow-
up program, and their approach deserves attention throughout the
intelligence and defense communities.

III. PRE-EMPLOYMENT SECURITY CONCERNS
THE NATIONAL AGENCY CHECK

The National Agency Check [NAC] is currently required for
access to information classified at the confidential or secret level.
The NAC is also the first step in background investigations that
are conducted for higher level clearances. It involves a routine
-review of FBI fingerprint files and a review of holdings at other
agencies which might indicate previous employment, immigration
status, foreign travel, or the prior holding of a security clearance
with another federal agency.

Defense Department witnesses suggested that a more sophisticat-
ed National Agency Check is needed. The Director of the Defense
Investigative Service [DIS] pointed out serious problems in using
the current NAC as the basic investigative requirement for a secret
clearance. He noted,

The National Agency Check is not sufficient in my opinion
for a secret clearance. While a NAC costs about $10, we

. spend thousands for physical security measures in
some programs (to protect) secret material, but for the
peeplepanofxt,wemonlywﬂlmgtospend $10. All of
our losses have come from people.

bn MM memm
tzommmn have been made a part of the NAC

IMPROVING BACKGROUND INVESTIGATIONS
The background investigation is utilized in .

fummmm.zmmpmm for
sengitive uamm thmﬂhek

txon[B‘!L Smdﬂnkzmndlnvdmtwn‘ The
covers the last b years of q;?unt’uhfeorfnmhhl birth-
, whichever is shorter. It includes a NAC, inquiries of local law
nfo mmphymont,mdcr«htmch.mdn
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. interview with the subject being investigated. It does not include a
o - neighborhood check but requires investigators to interview charac-
| ter references. The SBI covers the last 15 years of an applicant's
life, including all points covered in a Bl—except a subject inter-
view. It also includes neighborhood investigations and a credit
check. The scope of the SBI is determined by Director of Central
Intelligence regulations, since it is required for clearances granting
access to sensitive compartmented information [SCI] which involve

| , . intelligence sources and methods. .
i : » The Committee is concerned that the various pre-employment
l ‘ background investigations now in use are not effective in identifyv-
; ; ing security-related problems before employment. In testimony

before the Subcommittee, a senior official of the Defense Depart-
ment noted that, :

With regard to personnel security, we realize . . . that
background investigations do not catch spies. That is not
their purpose. Their purpose is to identify human vuinera-

. bilities that can be exploited by hostile intelligence serv-

ices.

The record of past espionage cases illustrates that the current in-
vestigations process fails dismally in this objective. It was discon-
certing to hear the same official comment, “I do not see where
there is a great deal to be gained by new approaches.” The Sub-
.committee's. conclusion is precisely the opposite given the fact that
over 34 DOD personnel in the last 5 years have been identified and
punished for espionage or serious security breaches, not including
those involved in the recent Conrad case. :

Concerning the screening of military personnel for sensitive posi-
tions, a former DOD official with 25 years’ experience in personnel
screening and security fields noted, “prescreening procedures - . .
‘ . vary considerably in scope and quality. . . . many people found
| : suitable for highly sensitive positions . . . are later discharged for
| , unsuitable bshavior.”” He noted further,

: There is a compelling need to improve the quality of per-

E S “ ‘Iﬁl p ‘n
i li ] cli' .: ol ‘I ilnl - K ‘“n - _ . .
n m\w 1 investigations on all personnel P

| e B e T o [ L drore
- ' m.mm retn, the. 4 percent in fiscal ye
: . - effectiveness of the | s escuri background investigation |
S ess ia surioualy in question. Also, no DOD agency at preseat coliects
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data indicating the reasons given for denial or revocation of clear-
ances.

‘Because most of the intelligence agencies require a polygraph
interview as a part of their security investigations, it is not possible
to precisely determine the number of security disapprovals based
solely on the background investigation. An example cited by CIA of
contractor rejection rates indicated that for one sample the rejec-
tion rate based on a BI alone was 3 percent—another indication
that the emphasis placed on the pre-employment BI deserves reex-
amination.

Concerning the actual information gathered in background inves-
tigations, intelligence community witnesses noted that positive in-
formation about an individual frequently is as valuable as deroga-
tory information. At present, DIS reports contain largely derogato-
ry information. This is a failing in current DIS reporting. It should
be corrected, since the addition of positive information provides a

. good benchmark for later determining changes in an individual's
attitudes and behavior.

Testimony also highlighted the need for investigations to contact
a broader base of individuals who are not currently interviewed.

Relatives, for example, have traditionally not been interviewed be-
cause of the presumed bias of any information they might provide.
Relatives, however, often can be an excellent source of information.
The Walker case demonstrated that relatives may have informa-
tion of serious security concern which may not be available from
other sources. The most recent example of this is the case of Naval
reservist Glen Michael Souther, in which Souther’'s former wife
was the first to raise allegations that he might be a spy. These alle- ‘
gations were initially ignored by Naval investigators, and unbeliev- |
ably, Souther’s former wife was not interviewed during the course |
of his special background investigation for access to sensitive com-
partmented information. ‘

m l ! II ‘l _ ,i i ‘1] ] ' ‘lO. ’ u p "I » i - “ 'M ‘d ‘
. mm ﬂm ’ \my \ wm . a in ; 3 i |
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of coverage, interview requirements, etc.) be formulated for both
top secret and SCI. This concept, known as a ‘“‘single scope” back-
ground investigation, would provide more consistent standards for
granting access to highly classified information. No action has been
taken by the executive branch to implement a single scope back-
ground investigation. The Subcommittee believes this issue should
receive high priority, and urges the Director of Central Intelligence
to reinvigorate efforts to reach agreement among the relevant
agencies for a single scope BI, incorporating a subject interview. for
access to top secret and SCI information.

SECURITY CLEARANCE ADJUDICATION

Security clearance adjudication refers to the process whereby in-
dividuals analyzing data acquired in a personnel security investiga-
tion attempt to reconcile that data with standards for granting a
clearance. If derogatory information is acquired during the conduct
of an investigation, it is the adjudicator’'s responsibility to provide
feedback to investigators to determine if this data can be reconciled
or to make a recommendation not to clear the individual for access.

The Subcommittee found that while criteria for the granting of
clearances are generally consistent with the protection of national
secrets, their application across: agencies vary widely. In many in-
stances, the criteria and guidance are not being followed. Defense
Department security professionals testified that the adjudication
process has become the major bottleneck in the clearance process,
and that the current methods used to accomplish the task are anti-

The utilization of automated data processing technology and cen-
tral'mdcbanwedahbwisdecperatelyneeded.l\&wrﬁmnt
of Defense research program is examining the development of an

} formal i its adjudicators. Previoualy i
A : One former DOD stated, adjudication process in De-
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fense is considered by many personnel security professionals to be
seriously flawed. . Many adjudicators lack an appropnate back-

.. ground for makmg complex personnel assessments.

Until recently, numerous components of the military services
and many of the defense agencies maintained their own adjudica-
tion offices. This often led to the inconsistent application of criteria
for granting clearances, and a lack of control on the granting of se-

" curity clearances. A consolidation of adjudication facilities among

the military services has proceeded with limited success, with the
Navy still not fully on lme in consolidating its adjudication process.
Numerous defense agencies continue to resist this concept, largely,
it appears. for bureaucratic turf reasons. The concept of centralized
adjudication, a key recommendation of the Stilwell Commission,
has moved slowly in the DOD and will continue to do so unless
high level management attention is directed at the problem.

IV. SEcURITY EVALUATION OF CURRENT EMPLOYEES
PERIODIC REINVESTIGATION

izing the need to focus attention on the security conscious-

ess of current employees, the defense and intelligence agencies

have for some time conducted periodic reinvestigations [PRI] of

those personnel holding top secret and SCI clearances. This rein-

vestigation involves a NAC, inquiries to local law enforcement

agencies, a credit check, subject interview, and field interviews
with coworkers and references. .

These investigations are required every 5 years after initial em-
ployment, but the executive branch has had considerable difficuity
maintaining this schedule. Recommendations by various paneis to
extend the coverage of PRIs to those holding secret clearances have
not been impiemented due to resource constraints. Testimony indi-

cated that | investigations may have some deterrent effect on

an employee contemplating espionage.

It i ¢ m“tmtthemmmehmmhmmimh
" this problem in a more : tedvny the problems en- .
" countered in performing P E dictate only

mmwb.mamedmmwmm the -

government should prioritize its rescurces to examine those who
mmmmumammhmmm
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logs, but they are not expected to be eliminated until 1990. For ex-
ample. at the end of May 1988, the Defense Department had a
backlog of 101,000 periodic reinvestigations. The estimated re-
sources necessary to alleviate this deficiency and also conduct peri-
odic reinvestigations on those emplovees holding secret clearances
would have required an additional 1.300 positions and $50 million.
The availability of such resources is highly unlikely given current
resource constraints.

Officials from the Defense Manpower Data Center (DMDC], a
central repository of personnel records on DOD employees, have of-
fered numerous proposals in which automated data bases not cur-
rently used could assist personnel security professionals in “target-
ting” currently cleared personnel for periodic reinvestigations.
Funds should be made available for selective testing to determine
if such a concept is feasible.

CONTINUING EVALUATION

Continuing evaluation programs assess an employee on a daily
basis and not just at the time of the PRI or during annual job per-
formance reviews. They require a sensitive and enlightened man-
agement, cooperative empioyees and an office of security that is
viewed as a positive force in the workplace—not the negative con-
notation in which it is normally viewed. _

The Defense Department currently operates such a program for
personnel involved in the handling of nuclear weapons. This pro-
gram, known as the Personnel Reliability Program {PRP], offers a
structured approach to evaluating an individual's performance on
the job and brings together information from SUpervisors, cowork-
ers and other sources relating to the individual’s behavior and per-

| formance. Personnel who do not meet PRP standards are subject to

| : temporary or permanent decertification from the program. Whiie

B . the PRP is primarily a personnel program, its prescreening, con-
tinuing evaiuation and certification procedures largely parallel
those standards used for security clearance eligi ility.

When ; such a8 !
ble information to supervisors must j
tinued access to ¢l 1 information. |
U . sive suscssment of an individual’s re y than thet currestly of-

- To be effective. such programe will require a fundamental
change in most offices of security and the provision of sufficient Te

sources for investig and whers the Debe
~ and intailiguace aguocies have beet Debeose
1 Very little ‘saoney :and eoffort has | expended on security
v amMmamﬁonthmldhcmidtoN ares, since recent
. tain of based upon 1
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properly. The Pollard case demonstrated the value of a complemen-
tary approach. that of encouraging security awareness by fellow
employees, who can report patterns of work activity potentially as-
sociated with espionage.

A number of recent espionage cases also raise the possibility that

U.S. intelligence agencies should have picked up clues that sensi- .

tive information had been compromised and investigated them. The

. tendency to wait for defector or other corroborating information
rather than carefully analyzing more ambiguous indicators and

narrowing them down to specific programs or individuals, is unfor-
tunate.

OFFICES OF SECURITY

A critical area requiring attention is that of how offices of securi-
ty are viewed by employees. In many agencies, security personnel
are viewed as “‘cops’”’ who carry out a sanctions-oriented process in
which the investigation of ‘a security-related incident is viewed as a
career damaging event that will follow one throughout his or her
career.

The Committee is convinced that to effectively attack the prob-
lem of espionage, a system that requires incentives as weil as sanc-

tions is required. A senior DOD personnel security research official
noted:

Among the cleared population, especially among that
group cleared for the most sensitive information. we
should encourage management and command sensitivity to
their people, both on and off the job. There should be more
support, less coercion. There should be an opportunity to
share problems at early stages with a supervisor or coun-
selor who might be able to help, before the problem be- .
comes desperate, unshareable, and a motive for illegal be-

havsorhkeummm(developl
The professionalism of individuals in personnel security
was dnmmwdmmmofm report has already
mtedthehckdmu nﬂ:mhumhhmﬂim

RESOURCE SHORTAGES
Testimony before the Subcommittee indicated that personnel and

information security continue to receive less emphasis than oﬁm- _

mxawwthmmmm?

million . and over 12,000 cleared contractor fa-

dnﬁ-:mwomuofm: of Defense has only six |
Mﬁn 1 and industrial

dmw is & penny-wise and
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- proach considering these personnel have access to the Nation's
most sensitive data, especially those involved in designing, procur-

ing and building our future weapons systems.

The Subcommittee has a keen appreciation for the importance of
physical security and other counterintelligence disciplines to DOD
and intelligence installations and facilities worldwide. Technical se-
curity remains especially important at our overseas missions. as
evidenced by the problems at the new Moscow Embassy construc-
tion project and the discovery several years ago of bugged tvpewrit-
ers in the old Moscow Embassy complex. Emphasis on these disci-
plines alone, however, fails to recognize that a large majority of
recent intelligence losses have resulted from the actions of a
cleared individual who decided to betray his country, and not from
hostile intelligence officers penetrating a secure facility.

While recent espionage cases point to obvious deficiencies in the
DOD’s personnel security program, witnesses confirmed that ‘'per-
sonel security programs are not being given a higher priority in
the DOD budget process.” One indicator of this fact is the roller
coaster fashion in which the Defense Investigative Service has been
funded. After obtaining increased resources over the last several
years, DIS experienced in 1988 a $9 million budget cut and a 13.1
percent cut in personnel. This action has resulted in the discon-
tinuance of training, and the loss of experienced personnel to early-
out retirement. :

While a portion of this cut was due to reductions mandated in
the defense agencies by the Goldwater-Nichols Military Reform
Act, these decreases went well beyond those congressionally man-
dated reductions. As the Director of DIS noted before the Subcom-
mittee, “Rather than moving forward, we are currently undergoing
a significant retrenchment.’’ This trend occurs in the faece of a new
draft executive order on personnel security awaiting action at the
National Security Council which would require incressed efforts by
DIS and other agenciss in the scope and frequency of their baek-

- ground investigations. Separating out physical and personnel secu-

rity as separats would heighten the visihility of

thess programs and halp prevent cuts.

Clearences in

. tion in 1965 t0 1.1 sillion m. and classified contractor
were reduced from 14,000 to 12,000.
_ While the Subcommittee was initially impressed with these re-
both the accountability in ¢
b B ettty i e

doss not plan to have all
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data base—the Defense Central Index of Investigations—until the
year 1990. '

 The most recent figures available from the DOD indicate that
clearances in some agencies are again experiencing an upward
trend. When asked whether any formal audit was conducted to
validate the numbers reported by the military services and defense
agencies in the clearance reduction program. DOD witnesses re-
peated, “‘no formal action was taken ... to validate the reduc-
tions.” Due to a lack of resources in the Office of the Secretary of
Defense, the DOD is totally dependent on the military services and
defense agencies to monitor their own clearance reductions. Effec-
tive oversight is nonexistent, and the accuracy and currency of
data bases on individuals holding clearances is poor.

Testimony from the intelligence agencies indicated that no real
efforts are underway to reduce clearances among their staff em-
ployees. If anything, these numbers can be expected to grow. This
problem is endemic in the intelligence community since nearly all
staff positions require a security clearance. As one CIA official
noted, “The growth in security clearances is primarily driven by
program start-ups and increases in personnel ceiling. Hence, in-
creases in the number of cleared personnel is in many ways beyond
(our) direct control. . . .” CIA has reported progress in reducing
the number of contractor clearances, however, with 6,000 fewer
contractor personnel cleared today than in 1986.

NEED-TO-KNOW

Closely related to the numbers of clearances is the issue of
“need-to-know.” DOD witnesses were quite candid in their assess-
ment that, “unfortunately, many DOD agencies have given this
most vital precept casual attention in the past.” Inteiligence
agency witnesses highlighted the inherent conflict between the
~ need to share information among intelligence analysts in the per-
formance of their duties while still adhering to strict nesd-to-know
principles. While various layers of compartmentation are intended
‘ mu&uwm‘m&ohernmhth‘mw
v : more problematic. Officials noted thet in the final analysis, need- ‘-
} to-know was largely a matter of personal discipline. While this is
certainly a factor, it is the responsi of managemaent to sssure
-.. that it 1 practiosd routinely in the workp continued expan-
- gion of current intslligence comimunity programs in this area is ¢s- -
esntial, as the steps taken thus far appesr to be largely cosmetic.

e vormie ————

ty concerns. Hmver the practice of . g that possession of .
| &ml- ovel: S e Teesiaors acowm t0 ll information et or hh'”'
L oftan is sought as a mark of power “insider” status, while the
1 withholding of it is resented. Over-reliance on the polygrap
_ l foolproof indicator of loyalty also has helped perpstuats thi
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The primary vehicle for accomplishing improvements in this
. area recommended by the Stilwell Commission was the implemen-
- tation of a “billet” control system for top secret clearances. A billet
'system consists of tying personnel security clearances to a position
" rather than to an individual. In such a system, employees move
into a specific job and are granted the level of security clearance
required to perform their duties while in that position. Once they
transfer or move on to another job. their access to classified infor-
mation changes based on the security requirements of that job.
Their access may be increased or decreased depending on the
‘““need-to-know”’ requirements of the job.

In the Department of Defense, only the Air Force has imple-
mented a system to control access by position. Both the Navy and
the Army are far behind in implementing such a system, with no
action on the horizon. No specific indications could be elicited from
the DOD on how it is translating its tougher bureaucratese and
regulatory language on need-to-know requirements into meaningful
improvements in the workplace. The Subcommittee views this as a
serious deficiency in the Department’s ability to manage and con-
trol access to national security information, and reiterates its sup-
port for the recommendation of the Stilwell Commission that a
billet control system be adopted-DOD-wide for access to informa-

tion classified at the top secret level and for sensitive compart-
mented information.

V. PosT-EMPLOYMENT SECURITY Issues

A relatively recent phenomenon is that of individuals commit-
ting espionage after their employment in the intelligence commu-
nity. 'I'hehl!-‘lowm-dl,’e!’elt;;x:!;i a‘:xydealker cases illnstratelthe ‘ae%r:
damage that can be ca by former government empioyees. °
legal, practical and ethical problems of reducing i i
among this population are formidable. First, the government’s
right to investigate or monitor former smnploysss without clear and

probable cause is subject to serious . Investigating such in-

dividuals would be bound to raise both Jegal and political chal-

lenges.

' dly, the potential pool of personnel to be monitored is large.
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being examined or taken in the intelligence community. Ideally,
post employment follow-ups should be an integral part of any con-
tinuing evaluation program. In the DOD community, monitoring
the tens of thousands of DOD personnel leaving sensitive positions
could be a staggering task unless some form of automated pre-
screening of cases is conducted. It is significant that the DOD does
not now keep track of the number of DOD empioyees who hold
clearances and are released or reassigned for security reasons. This
should be remedied. as these may be some of the very personnel
who might commit espionage if they harbor hostile feelings toward
the government.

RESPONSE TO THE HOWARD CASE

The Edward Lee Howard defection was one of the most serious
losses in the history of U.S. intelligence. As one CIA official de-
scribed it to the Subcommittee,

. the things Howard gave to the Soviets were . . . un-
quesuonably some of the most important operatlons we
have ever run in the Soviet Union . . . what he did to us
was devastating. . . . There is no questlon (when) you look
at the record, it Wﬂl show you that the agency did not do
its job proper]y

This candid assessment indicates both the seriousness with which
the agency took this case and the failures present at the time in its
personnel security system. After a period of serious introspection
and an Inspector General investigation, the CIA has taken numer-

- ous steps to address the problems encountered in the Howard case.

This invoilved addressing both organizational problems and the
level of resources dedicated to counterintelligence.

Through the creation of a new Counterintelligence Center, the
ngen has attemp conoohdnte numemus functwnl in a cen-

A memorandum of
: wclhmllnlh‘mﬂmmm
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ble counterintelligence implications. This formalizes what
before was an ad hoc process—one which broke down during
the Howard case with disastrous resulits. '

—The assignment process for new agents to sensitive posts has
been revised, with a special panel now screening and approv-
ing all new candidates. Interpersonal contact between new offi-
cers and management has been expanded.

—All relevant offices within CIA now sit on the various review
panels for trial period employee security evaluations and ad-
verse personnel actions.

In receiving testimony on these remedial steps, the Subcommit-
tee was reasonably assured that the CIA has made an effort to ad-
dress the problems exhibited in the Howard case, Many of these
problems had as much to do with organizational culture as they did
with resources. One agency official remarked, “We had a counter-
intelligence approach within the DO (the Directorate of Operations)
. . . that was totally divorced from the culture in (the office of) se-
curity.” While many of these steps should have been taken years
ago, the Subcommittee supports their initiation and hopes that
agency counterintelligence and security managers will remain vigi-
lant to the concerns they address.

V1. INFORMATION SECURITY

The Subcommittee was not impressed with testimony provided
on controlling the growth in classified information. Regarding De-
fense Department programs, a senior Defense official noted, “I am

. not so certain that the amount of original classified information is
excessive. [ think that the real problem is that we do not get time -
to go back and review that which could be unclassified after, say, 5
years if we had time.” He later noted, however, “With our efforts
to maintain control over our technical as well as our classified in-
formation, we have our hands full handling the tremendous vol-

e DOD '"'tymgumi have required since 1986 that of:
hile | security regulations have since 1986 that of.
i fices not retain classified documents de not per: 1v val

- deemed not permanently valu-
Lo MmSmwmmmlmﬂymth,mm-
A plementation of these programs appears poor at best. DOD wit-
i mmhﬂmmmhthntm“mm
made in thess aress. v
{ _ similarly weak. While the CIA noted & reduction in its original
: _ . War II era documents relating to the Office of Stratesi Services.
¢ : One area of particular interest to the Subcommittes was the dis-
closures made last year in the publication of the book VEIL by
g Washingsen Fost reporter Bob Voodward. At the urging of the

| g ‘ . oer and | ’; ployess may have
; - . been the purveyors of clamified information to Woodward” An.
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other agency official stated, *“. . . [ don’t think there is a question
. . . I think it came from within the agency. There is no question
about that.”

The agency has finally brought its investigation to a conclusion.
Agency officials initially told the Subcommittee that these leaks
were of utmost concern, and they admitted their frustration that.
“To date, we have not devised a way to deal promptly and effec-
tively with people who have violated the trust reposed in them.”

VII. SPECIAL ACCESS PROGRAMS

Related to the issue of controlling classified information in the
aggregate is the oversight of Special Access Programs, known as
SAPs. These controlled access programs are primarily utilized by
the military services to protect procurement programs involving es-
pecially sensitive technologies. A recent DIS study of security over-
sight in SAPs notes that security is often lax and does not meet
high standards. Deficiencies noted included inadequate security in-
spections, poorly qualified inspection personnel, an over-emphasis
on physical security measures, and a deference to contractors in
doing their own security inspections.

DOD has taken action to improve the security administration of
SAPs, but some of these improvements have been cosmetic. Regula-
tions have been rewritten, a security manual published, and SAPs
must now be approved by the Secretaries of the military depart-
ments or the Deputy Under Secretary of Defense for Policy. Imple-
mentation, however, has been less than effective. DIS testimony
noted, “In practice, the necessary improvements in the implemen-
tation of policy have still not been made at the level where the in-
formation is most vulnerable—when entrusted to the contractor.”
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will require extensive research, as well as renewed attention by
management. The creation of the Defense Personnel Security Re-

- search and Education Center [PERSEREC] by the Department of

Defense is a highly positive step. Prior to the creation of this
center, no agency of the Federal Government performed research
which challenged the conventional wisdom of existing personnel se-
curity systems. The Subcommittee views this research as critically
important and commends DOD for implementing the recommenda-
tion of the Stilwell Commission for increased research in this area.
While this is a DOD research agency, its work has relevance for
personnel security programs throughout the intelligence
community.

DOD and the intelligence community should be supportive of
PERSEREC's work, and provide the resources necessary for re-
search to proceed. However, PERSEREC's research must be closely
monitored so that proposed changes or modifications will have

. practical utility. To benefit from this research, the executive

branch must be attentive and receptive to implementing proposed
changes—even when those changes challenge the viability of the
current system. The Committee stands ready to be supportive of
senior intelligence and defense agency managers in this regard.

IX. ConcLusiON

- Today's spy becomes involved in espionage as a resuit of both
personal and situational factors, and most importantly, access to
classified data. Most are amateurs, and few, if any, enter the mili-
tary or civilian empioyment with the intent to commit espionage.
Neither do they necessarily behave at the time of entry in ways
considered unsuitable. These individuals are not identified as po-

tential spies based on initial background information. Varying en.

vironmental circumstances—financial problems, job disappoint-

,&l‘gh?*ué":w... IV l‘l"l‘l v 0 a0t B

ments or poor choices in emotional involvements—Ilater interact -
with individual character weaknemses to create the motivation nec-
essary to initiate a relationship with a foreign intelligence service.

w‘ ® . ) o ' “m “ o

paliey revisions and the lssuance of ageacy directives are simply

not encugh if they are not effectively implemented. -~

the Committes's report was releassd in Januvary 1087,
there have been several additional spy casss with the Navy’s Glen
Michael Bouther and the Army’s Clyde Lees Conrad being the most
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significant. In both. the background investigation and reinvestiga-
tion process failed dismally. It is well proven that hostile intelli-

" -gence services are actively attempting to procure sensitive intelli-
gence information and sophisticated military technologies. The gov-
-ernment must do a better job in assuring that our cleared popula-
tion will keep the highly important trust placed in them.

The attention of senior management must become more focused
and sensitized to the importance of personnel and information se-
curity programs. Despite verbal acknowledgment that some espio-
nage losses have been truly devastating and have negated enor-
mous defense investments, top managers remain unwilling to
budget relatively modest sums for improved counterintelligence
and security measures that would help protect much larger invest-
ments. The U.S. Government as a whole still is not comprehensive-
ly addressing past counterintelligence and security problems, al-
though consciousness has been heightened in some quarters. No
substantive improvements can be accomplished if the most senior
officials continue to ignore the warning signals that something is
fundamentally wrong. In most cases, this does not require a large
investment in resources. As CIA Deputy Director Robert Gates has
noted. “When it comes to human counterintelligence, my view is it
is pnmanly a management and people problem, and not a dollar
problem.”

The true catalyst for change rests with those senior ofﬁcmls who
have the power to give these programs higher visibility and the
will to aggressively pursue needed changes. Only then, along with
the support of the President and the Congress, will the government
be able to meet the human counterintelligence challenges facing us
in the 1990’s and beyond.
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U.S. COUNTERINTELLIGENCE AND SECURITY CONCERNS

anesé hearing_s toqcned only lightly upon tne subj‘éct of unauthorizea
disclosures of classified infofhation_. Sucn disclosures have pecome rampant
and cause enormous damage to U.S. intelligence collection, intelligence liason
relaitionsnips and U.5. foreign policy interests. In 1987, for instance,
scores of c‘mf‘imeay, first-time inteiligence leaks pertaining to CIA unrk were

identified. -

vigorous steps should be taken to reverse this permissive, widespresd
I culture - The Congress. s?mslg pass legislation wesmusnim criminal penalties
. for intentional unauthorized -wﬂmimms of classified !m’i’bmt&m. -
Nonetheless, - this would have little effect if investigations remain as
perfunctory as they are at present. |
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Intelligence agencies often have claimea that only other executive

agencies and the Congress are guilty of unauthorized disclosures. During the

course of these investigations, we became convinced that even the Central
Intelligence Agency has displayed a profouna lack of interest in policing its

own demonstrated problems, especially when these may involve prominent

officials.

In response to the Howard espionage case, the CIA has made some

much-neeced improvements in its proceaures and crganization. We would not

wish to imply, however, that the long-overdue creation of s

=
<

Counterintelligence Center is necessarily an adequate or final answer.

Protection of "turf" has been an impediment to optimization and

centralization of the entire U.S. counterintelligence effort. We remain

concerned, for instance, about whether CIA's Counterintelligence Center has

been given adequate authority over regional offices and about whether its

location within the Directorate of Operations accoids it sufficient

independence within CIA. -

The Counterintelligence Center probablyiiS‘the:only‘existing institution
gwhicnxcanlhelpwcemtmalize:coumterintellmgenceJaperntions that cross agency and
wdeparMEéntal‘linés. It has made some progress in this area, in part due to
wcurmentlyndﬁpihlntqpersnnnlitNQSl_ndwnnqlncmelseﬁ‘pﬁimeness nfﬂthe:gtavityﬂof'
‘the threat. However, its formal charter in this respect is very weak,
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3 v All agree that some salutory steps have been taken since 1985, both in
; personnel and information security and in overall counterintelligencetﬁolicy.
But we are greatly concerned that this is Just a start, and that even the
steps taken thus far are subject to reversal unless there is aggressive
~ support at the highest levels both within departments ana in the white House

itself. As one witnmess observed with regard to personnel security:

"Therefore, although many initiatives were undertaken in 1985 and much

Progress was made during 1986 and 1987, those initiatives have now, for.

the most part, stallec. =ather than moving forwarc, we are currently

undergoing a significant retrenchment."

The depth of past losses has been theoretically acknowledged, but has not
penetrated to the extent that we are willing to take determined and consistent

action. Investment in Counterintelligence often is not seen as

cost-effective. Major portions of the U.S. government still are not

fundamentally serious about counterintelligence, although consciousness has

i _ been heightened in some quarters.

Declassified in Part - Sanitized Copy Approved for Release 2013/08/05 : CIA-RDP91B00390R000200160024-5 —




rDecIas’sified in Part - Sanitized Copy Approved for Release 2013/08/05 : CIA-RDP91 B0O0390R000200160024-5

/ ©ob Mcewen
Ranking Minority Memper
Subcommittee on Uversignt
- and Evaluation -/

/.1

Henry 3. Hyde A‘

Ranking Minority memoer of
full Committee

Member, Supbcommittes on
Uversight ang Evaluation

aud Shuster
Member, Subcommittee on
Jdversignt ang c£valuation

-~

/gﬂ -{”.,ZL o du/‘l;ﬂ e

80D L.;vmgston/ - Jany L.ungren

ey

i <|
4
1

L “Déclassified in Part - Sanitized Copy Approved for Release 2013/08/05 : CIA-RDP91B00390R000200160024-5




